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Abstract

UNIX std. Signal

» signal() vs sigaction()
» EINTR
» SIGCHLD

Session, Process group
Signal block mask
async-signal-safe
alternative stack



Signal handling
—

Common Exception handling

Process’s operation from external environment
Exception of Resource allocation

Notification of Event

» Realtime extension



UNIX signal
—

UNIX traditional signal
» 23004002 AlDE XIR
Realtime signal
=J} Alg (RT-)
» kill -l 2 2| AEE =t0lof £ AL

Tip!
kill2 =0|& 7|s0| ofHcct., AladE M&S= Z|solct.

ZI| vH20M Al242 Sols X2 ALERI|0l 2R £0{2 o|Folct.




Signal
e —

= Signal list (kill -0)

[sunyzero@localhost work]$ $ kill -1

1) SIGHUP 2) SIGINT 3) SIGQUIT
6) SIGABRT 7) SIGBUS 8) SIGFPE
11) SIGSEGV 12) SIGUSR2 13) SIGPIPE
16) SIGSTKFLT 17) SIGCHLD 18) SIGCONT
21) SIGTTIN 22) SIGTTOU 23) SIGURG

26) SIGVTALRM 27) SIGPROF
31) SIGSYS 34) SIGRTMIN SUA ALY

43) SIGRTMIN+9 44) SIGRTMIN+10

58) SIGRTMAX-6 59) SIGRTMAX-5 60) SIGRTMAX-4
63) SIGRTMAX-1 64) SIGRTMAX

4) SIGILL
9) SIGKILL
14) SIGALRM
19) SIGSTOP

24) SIGXCPU

38) SIGRTMIN+4 39) SIGRTMIN+5 Realtime Al 1492 225}AL.

48) SIGRTMIN+14 49) SIGRTMIN+15 50) SIGRTMAX-14 51) SIGRTMAX-13
53) SIGRTMAX-11 54) SIGRTMAX-10 55) SIGRTMAX-9 56) SIGRTMAX-8
61) SIGRTMAX-3

35)
10)
15)
20)
25)

52)
57)
62)

SIGTRAP
SIGUSR1
SIGTERM
SIGTSTP
SIGXFSZ
SIGPWR
SIGRTMIN+3
SIGRTMIN+8
SIGRTMIN+13
SIGRTMAX-12
SIGRTMAX-7
SIGRTMAX-2




Behavior (default)
1—

Behavior Description
Term 2 dS0| Z2MA S22 48 &
Ign JI2 &S0l AIE0| RAIE
Core 2 30| “T2HNASE + 30 2127
Stop 2 8s0| ZZHAS EXI
NoCatch ANdE X8 €Xe = gle AMdE (e S22 A58
NoIgn FAE = 8le A8 (ESZ SIts = A1 A3 Xl 2Its)

* HF2M EA= H YotFAL.




Signal List
_

Signal (No) Behavior Description
Hang up, 22X QA 4
SIGHUP Term | = sessionc] 271 2%, 8}9] T2A28 2% FEAQ H AE4Th
9|2 E9] nohup ¥ % o] SIGHUPS FA](Ign bebavior)3l= 7]%5¢] o
SIGINT Term Interrupt, 7| R T ZAHX F 24 (CTRL-C)
SIGQUIT Core Quit, 7| REZ T 2N A FEH+FO] G 8% (CTRL-0)
SIGILL Core Illegal, 254 H 3
SIGABRT Core Abort, A Zo] YE (28 F3A| Al-E)
SIGFPE Core Float processing error, 5 &34 A4t o &
Term
SIGKILL NoCatch | Kill, 34| T& (ZZAM 2 AYE 0S7}F A A 3]431)
NolIgn
SIGUSR1 Term User defined 1, A1 83} J 2] A|1d 1
SIGUSR2 Term User defined 2, A1-8-2} J <] Aq|1d 2

=
* HEM

A= & 2otFAL.




Signal List (con’t)
#—

Signal (No) Behavior Description
SIGSEGV Core Segment violation, W 22| A|ZHE 2™
SIGPIPE Term Pipe error, 3}o] X %A
SIGALRM Term Alarm, &% A3
SIGTERM Term Termination, T2 A~ 8 Q8 F
SIGCHLD Ign Child’s event, A}2] L2429 £37 /A
SIGCONT - Continue, 9% (Stopped) Z 2 A A7)

Stop
SIGSTOP NoCatch | ZZAx Fd 2%
Nolgn
SIGTSTP Stop Temporary Stop (CTRL-2Z)
SIGTTIN Stop Background©] 4] Control terminal ¢]7]
SIGTTOU Stop Background©<]| 4] Control terminal 2*7]

=
* FEY

A= & 2otFAL.




Signal List (addition : SUSv2, SUSv3)
1—

Signal (No) Behavior Description
SIGBUS Term Bus error
SIGPOLL Term Pollable event (from SysV UNIX)
SIGPROF Core Profiling timeout
SIGSYS Core Invalid parameter (system call)
SIGTRAP Core Trace/Breakpoint trap
SIGURG Ign Urgent (TCP OOB)
SIGVTALRM Term Virtual Alarm (4.2 BSD)
SIGXCPU Core Exceed CPU time (4.2 BSD)
SIGXFSZ Core Exceed File size (4.2 BSD)




SIGTSTP
—

$ ./fifo_write <Ctr1-z s
[1]+ Stopped

./ftifo write

$ Jjobs
[1]+ Stopped ./fifo_write

$ kill -SIGCONT %1 . jobs
[1]+ Running J/fifo_write &

* <CTRL-z>= #of 25| sicTsTrE W A|ZICE.



Sighal : Generated from the terminal
.}_

JEE B2 2RH ot AdES JIHoll = AL
» CTRL-C : SIGINT
» CTRL-\ : SIGQUIT

» CTRL-Z : SIGTSTP

2t AIZ12=0] of

[r



Kill
+—

Signal= ProcessOll & &

int kill(pid t pid, int sigqg);

» pid
Positive X &8t PIDE JIXlE Z2HANH AIDE ME
0 S OIZHNA DEUH SLE ZZHA0HN AL
BE ZZHANA ADE &

<-1 IZ Al A
> sig: L (ADE), O(AI1E AIE0HA] 22, Ul & AFBE..)

POSIXOIA kill ()2 =ol=A olHzt A|IadE HEst= 7Isolct.

7t xillWHO|L} kill () EHEE Zo|ls 7|52 ¢ UckH CiA| ZESHAL.



signal

func

sigaction
sigemptyset
sigfillset
sigaddset
sigdelset
sigismember
sigpending
sigprocmask

sigsuspend

strsignal
psignal
psiginfo

AE
A
AE
A
AE
AZE
Al =
AME
A2

AME

H=HE XISttt JIE ADE si=efo .,
NI E (sigset_t)E 25 HI2C

NEE 2% 2Lt

NEON S8 Al BHSE FOtsttt

NEONM S8 AIDE HSE HIO{sttt

NEO oY AIDE HESI RN JAesAX 2ol
A0l A=Kl &elsttt

=5 A3 E 2 &S (A8 25 HlA32 ¢
ANdY IHAIE UHAGHD AlOY =41 THO].
HS Lsiginfo_t 2EMEZFH AMDE BEE




signal() vs sigaction()

o= s

< signal()
» varies across UNIX versions.
» old fashioned
< sigaction()
» from IEEE std 1003.1 standard

» instead of signal()
* provide common semantic to various UNIX system.

* signal () & R LISHIH X|2FSEX},



signal() vs sigaction()

void chk _sigusr(int signum) oLt BtAIQ| D 2. K| kA
— ’ L

{ AAEO

../* handler */;

}
signal (SIGUSR1l, chk sigusr);

void chk_sigusr(int signum)

{
../* handler */; Ol &l sigaction2 M= 2AO 2

) JHE XL

struct sigaction sa_usrl;

memset (&sa_usrl, 0, sizeof(struct sigaction));
sa_usrl.sa handler = chk sigusr;
sigfillset(&sa usrl.sa mask);

sigaction(SIGUSR1l, &sa usrl, NULL);




sigaction
+—

int sigaction(int sig,
const struct sigaction *restrict act,

struct sigaction *restrict oact);

» sig : signal no.
» act, oact : new sigaction, old sigaction(backup)

» struct sigaction

struct sigaction { )AIJ""X HEHE &4HEXt

void (*sa handler) (int) ;
void (*sa_sigaction) (int, siginfo_t *, wvoid ¥);
sigset t sa mask;

int sa flags;



sigaction.sa_handler

i ittt

< .sa_handler
» func. ptr : signal handler function.
v void (*)(int)
» SIG_DFL : default action.
» SIG_IGN : ignore the signal.



sigaction.sa_mask
< .sa_mask
» sigset_t E+
» signal handlerJt & aiot= =02 T

VEZ AN XEE A
= XI5 0f X2l T (=

> A

o
D
>
9—
=

@

y sigfillset, sigemptyset
N sigaddset, sigdelset



sigaction.sa_flag

—

Flag

Description

SA_RESTART

A=Y 2 P57t AT BEYE A3 F0E A% A1d S TR F AT
S 2 A A2} (no EINTR)
221} B9 o}o] EAjaHe A 2d 2 F4E o 93] EINTRS 244714,

SA_NOCLDSTOP

SIGCHLD A 14 =329 XA
A2 Z 2 M| 2] AX|(STOP)C tidl] BEHE FEA7|A] et

SA_ONESHOT
SA_RESETHAND

Aad AEr)E 43)go 2 grEr, (Y438 28 ¥ SIG_DFLE A5 E9)

SA_NOMASK
SA_NODEFFER

Al2d 27T 22 A28 5 FAS 383t (= SA_NOMASK)

ANa2d AEH7T 7142 A9 ARE AASEE R A
(2 e A AHE3 EEE] g4 72 Zx)

SA_SIGINFO
- o] Lol M= XA 9 sa_sigaction BB = A1-£3511, siginfo_tS F=
AHE3l] A HE doj2T.
SA_ONSTACK Al2d WE2 7] sigaltstack 2.2 A E 28] IS AL == 3.




Signal : obsolete func.

i ittt

< signal, sighold, sigignore, sigpause, sigrelse, sigset
> A E
N A= SUS HE=0IA ATHE s 40l UL
y c.f. gettimeofday, gethostbyname ...

N A S CHE 22 EZE2| Rationale 22 &HH 2 AL



Vs

void sa_handler usr(int signum);

int main() {

struct sigaction sa_usrl;

struct sigaction sa usr2;

memset (&sa_usrl, 0, sizeof(struct sigaction));

U
11\1
(®
{a)
w
E"L
(@

sa_usrl.sa handler = sa_handler usr; /* A|1d

sigfillset (&sa usrl.sa mask); /* A4 S5 ofjx

memset (&sa_usr2, 0, sizeof(struct sigaction));

sa_usr2.sa handler = sa_handler usr; /* A|1d

sigemptyset (&sa usr2.sa mask);

sigaction (SIGUSR1l, &sa usrl, NULL); /* SIGUSR1
sigaction (SIGUSR2, &sa usr2, NULL); /* SIGUSR2

/* Alad




for ;1) 1 sig_Dbasic.c (2/2)

pause () ; /* AlddE g2 mfr7ix|] ESEICE. */

printf (" [MAIN] Recv SIGNAL...\n");

}
return EXIT_SUCCESS;

}
void sa handler usr(int signum) {
int i;
for (i=0; i<10; i++) {
printf ("\tSignal (%s) :%d sec\n",
signum == SIGUSR1 ? "USR1":"USR2",i);
sleep (1) ;

glefl = printf AlE &£

signal handlerol| A Al&38}H
EX| gt

write() &2 1| StXH



run : sig_basic

$ ./sig basic
[MAIN] SIGNAL-Handler installed, pid(37450)
Signal (USR1l) : 0 sec.

Signal (USR1l) :1 sec.

Signal (USR1) :2 sec. A B EH0lE

Signal (USR1) :3 sec. sig_basic2 & M AlH=Z=AXL.
Signal (USR1) :4 sec.

Signal (USR1) :5 sec.

Signal (USR1) : 6 sec.

CAEFL L

kill -USR1l $(pgrep -f ./sig _basic)

kill -USR1l $(pgrep -f ./sig _basic)

kill -USR1l $(pgrep -f ./sig basic) kill2 USR1 Al Q2 S 54
kill -USR1l $(pgrep -f ./sig basic) Bl

kill -USR1l $(pgrep -f ./sig basic)

“v »n »n »n »n »n




run : sig_basic

p
$ ./sig basic

[MAIN] SIGNAL-Handler installed, pid(37450)
Signal (USR1) : 0 sec.
Signal (USR1) :1 sec.
Signal (USR1) :2 sec.
Signal (USR1) : 3 sec.
Signal (USR1) : 4 sec.
Signal (USR1) :5 sec.
Signal (USR1) : 6 sec.
it (sl 6 e, | NEE 5Y OIS
Signal (USR1) :9 sec. SH=ZE 2810 2=
Signal (USR1l) : 0 sec. of 1802
Signal (USR1l) :1 sec.
Signal (USR1) :2 sec.
Signal (USR1) :3 sec.
Signal (USR1) :4 sec.
Signal (USR1) :5 sec.
Signal (USR1) : 6 sec.
Signal (USR1) : 7 sec.




Tip!
L

< fork 2} signal handler
» signal handler= child0i| Al &= & Ct. (also sigmask)
N * 124 Lt blocked signal2 &t & K| &2 =CF.
» child2l signal handler= parentlil Al & o= 21 0|

N why?

OiEA

Ct.



SA_NODEFER flag
+—

Vs

void sa handler usr(int signum) ;

int main() {

struct sigaction sa_usrl;

struct sigaction sa_usr2;

memset (&sa_usrl, 0, sizeof(struct sigaction));
sa_usrl.sa handler = sa handler usr;

sigfillset(&sa_usrl.sa mask);

memset (&sa_usr2, 0, sizeof(struct sigaction));
sa_usr2.sa_handler = sa handler usr;
sigemptyset (&sa_usr2.sa mask);

sa usr2.sa_flags = SA NODEFER;

sigaction (SIGUSR1l, &sa usrl, NULL); /* SIGUSR1
sigaction (SIGUSR2, &sa usr2, NULL); /* SIGUSR2

/* SIGUSR20| sSA NODEFER Z2{1 XHE x/

H=2HE M=R|Bct. */
H=2HE M=R|Bct. */




SA_SIGINFO
—

siginfo_t Bt AtE : 2= 9.3

p
void sa_sigaction usr(int signum, siginfo_t *si, void *sv);

L=
sa_usrl.sa sigaction = sa_sigaction usr;
sa_usrl.sa flags = SA SIGINFO;
. 1=
void sa_sigaction usr(int signum, siginfo_ t *si, void *sv) {
int i;
printf ("\t (signo:%d) (UID:%d) (PID:%d)\n",
si->si signo, si->si uid, si->si_pid);
for (i=0; i<10; i++) {
printf ("\tSignal (%s) :%d sec.\n",
signum == SIGUSR1 ? "USR1":"USR2", i);
sleep (1) ;




Signal & EINTR

_.."S|TTTY¥K¥ -



EINTR
—

ERRORS

EAGAIN

EBADF

EINTR

The file descriptor fd refers to a file other than a socket and has
been marked nonblocking (0 _NONBLOCK), and the write would block.

fd is not a valid file descriptor or is not open for writing.

The call was interrupted by a signal before any data was written,

see signal(7). man IH|O| 2| 2] EINTR Of|2{0f CHsct
AYO| Y= FR0= O|of clst
2|7t TR 35iCt,




EINTR: func.

system call

S

N
Me

FINR SE

SA_RESTART 7+H5

SA_RESTART =7}

A\

open(2) X1
CH Atol| cct2} EINTRO]
Y e+ e F2I} UL




SA_RESTART
-‘—

SA_RESTART
SEA
Ats THAIZ &=

SA_RESTART
g4 S Aot
EINTR=

2Bt B4

* EINTRO|

=
o
=
My

|H
HU
.
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-
o
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= | =
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Ju

=
Hel
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read, ready, write, writevy, ioctl
open(pipe2 ZJ| Qo E2= R0t

=" 1T— OT

wait, waitpid
accept, connect, recv, recvfrom, recvmsg, send, sendto, sendmsg
flock, fentl(F_SETLKW AFZ Al)

sem_wait, sem_timedwait

accept, connect, recv, recvfrom, recvmsg, send, sendto, sendmsg
(setsockoptZ 43l EtAOI2E2 4&&H RO aiY)

pause, sigsuspend, sigtimedwait, sigwaitinfo

epoll_wait, epoll_pwait, poll, ppoll, select, pselect

clock_nanosleep, nanosleep, usleep, sleep
(MNDES 2 B3R FLHd &322 2|8, EINTR Otd)

4‘\

Linux mani| O] X|
signal(7)2 &=




Temp. Inf. Loop

Ve

switch(errno) {
case EINTR:

case EAGAIN:

continue; /* AL */
default:

/* 1 29| o2 XME| */

break;

}
} else {

}
} /* loop: for */

for (; ; ) { /* 58 FZd ZH7} Uyct. */
if ((ret_recv = recv(fd, buf, SZ BUF RECV, 0)) == -1) {

/* error */

break; /* M3: for FITE HxL|ZIC}.

0lgt A== ==oICH
- ¥F O 28t RIS
ot = Y= 2 =0(C0h

*/




Practice
+_

« JZ2 =42 Us 20(=?

» Term, Ign, Core, Stop, NoCatch, Nolgn
« signal() & =2 sigaction() &+ = obsolete func.2?
< EINTRO| Al1E =0l Ol Xl= Zek2?



